APPLICATION IN PRACTICE
Challenges for providing security in the Internet of things
Tsvetomir Gyuretsov, Jordan Raychev,
Georgi Hristov, Plamen Zahariev
The cyber security issues and problems worry many developers around the globe. After the Internet of Things (IoT) concepts were announced, many companies around the world have focused their
work on the developing of new ways to secure the fast growing network of smart devices. It is essential
to find new flexible means for protection, which meet the following basic requirements – adaptability
to the fast growing number and types of network of devices, applicability to each main layer in the
concept of IoT, low computing power, generation of less traffic over the network and the most
important thing - not limiting the application of the smart devices. Another very important aspect, on
which developers must focus, is where to implement these security methods. Three layers can be
distinguished when we talk about establishing reliable protection for IoT – securing the devices,
securing the cloud and securing the local network. All of these points are very important for applying
good and secured core for using this new technology. In case of a problem, in one of these layers, all
the efforts related with the developing of new protocols, fire walls or software products would be
wasted. Many years of experience are accumulated in the establishment and the implementation of the
security and the protection systems for the well-known wire and wireless technologies. This presents a
solid beginning and a running start for the developers occupied with this hard task. Unfortunately, the
specifics of the ideology of the Internet of Things makes these well-known technologies useless in the
form we know them.
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Introduction
Internet of things (IоT) is very hot and important
topic in the engineering societies and the scientific
circles and is essential part of the everyday life of the
21st century people. With the advancement of the
technology, these “things” have evolved and are no
longer seen as separate devices. In order to provide a
better service and to be in help of the people, those
devices must communicate and interact between
themselves. The main requirement for achieving this
is to find an effective way to control all those devices
wherever they are physically located. Despite of all
benefits, which are brought by the IoT, there is one
major reason for concerns – the IoT security.
While the security topic is nothing new to the
data networks, it certainly presents new and unique
challenges in the area of the Internet of Things.
Addressing this problem and ensuring IoT security is
a fundamental priority and would help preserve the
integrity of the user data and their identity.
Problem statement
What exactly is the Internet of Things? What are
the devices and the services that this network consists
of? Internet of Things, sometimes referred as Internet
of Everything (IoE) is a new concept, which refers to
a multiple devices grouped in networks (also known
as clusters) that communicate with each other via
wireless protocols or other means without any human
interaction. While the term “Internet of Things” is
relatively new, the concept of devices communicating
through the existing networks has been around for
quite a while. For example, in the late 1970 there were
commercial systems for monitoring and metering of
the electrical grid via the telephone lines [6].
Nowadays that concept hasn’t changed much. Today,
the IoT enabled devices make use of the existing IP
networks to communicate with each other in an
efficient and secure manner.
Ensuring reliable, resilient, stable and more
importantly secure communication between all IoT
devices is not an easy task. There are a lot of known
procedures and security mechanism to build such
secure channels, but how effective and robust are
they? That is a question which should be answered
right before any new IoT concepts are proposed. For
example one can use white- and blacklisting methods
to secure the devices from malicious software, but
they are not enough. The basic principle of the
blacklisting approach is based on a mechanism (block
list), which allows all elements to be processed,
expect those explicitly mentioned on that particular
list. It is an effective way to block some threats, but as

“Е+Е”, 11-12/2016

the list gets bigger and bigger the physical space (disk
space) on the device becomes exhausted and will
prevent the further storing of the exceptions. The
opposite of this approach is the whitelisting approach.
That mechanism is based on a white list which allows
all elements that are mentioned on it to go through.
This is a more effective way of blocking malicious
software, but requires more processing time, which
may not be available for the particular device. The
third method is called greylisting. It represents a
hybrid mechanism that combines the advantages of
the white- and the blacklisting approaches. The
mechanism works by temporary blocking or allowing
certain application until additional step are performed.
Another aspect, which should be considered, is
the increasingly larger number of devices that are
connected to the Internet. As the number of those
devices grows, more potential vulnerabilities and
security flaws will emerge. Another problem related
to the one described above is the increasing of the
network traffic. Because of that, the new security
mechanisms should be very resilient and adaptive to
that constantly growing network and efficient enough
to minimize the networks overhead.
During 2015, Forrester Global Business
Technographics published a case study, which is
summarized in Fig.1. It shows the biggest threads to
the security engineers working in the IoT sphere.

Fig.1. Forrester Global Business Technographics
case study summary.
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2053 IoT specialists participated in this study,
69% of whom are really concerned about cyberattacks from the outside. The study shows that most of
the security engineers are worried about DDoS
(Distributed
Denial
of
Services)
attacks,
authentication related issues, etc.
Those are just small fraction of all related to IoT
problems. Another concern, which was not mentioned
earlier, is the life span of the security mechanisms.
According to lead scientists from Stanford University,
every new security concept must have a life span of at
least 15 to 20 years. Table 1 clearly shows the life
span of the cryptographic algorithms used today. It
can be seen that most of them are used not less than
10 to 15 years, some of them even more than that.
Table 1
Life span of cryptographic algorithms and hash functions
Algorithm

Symmetric
Algorithm

Hash
functions

DES
RC4
RC2
3DES
AES
Camellia
MD5
SHA-1
SHA-256

Year
Year
created cracked
1979
1994
1994
2013
1996
1997
1998
2015
1998
2000
1992
2004
1995
2000
-

Life span,
years
16
19
1
17
18+
18+
12
21+
18+

There are three main layers, which may be subject to a cyber-attack – the cloud infrastructure, the
local network and the device itself. Securing just one
of the layers is really not enough, so a multi-layer
approach should be considered. In this way if there is
a breach in one of the layers, the others may be sufficient enough to preserve the optimal work of the devices in the network.
Secure boot
The first layer on which a security mechanism can
and should be implemented is the IoT device itself.
When the device is powered on and introduced to its
network, it somehow has to prove his authenticity and
integrity. This can be achieved by the application of
cryptographically generated digital signatures in the
same way the applications are signed and verified
using similar signatures or to the way a person signs
legal documents. Once this step is completed, the
device should be authenticated and will be managed
from authorized personnel.
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Authentication
Authentication or more specifically digital authentication is a security process, in which the credentials,
provided by the user or the device, are compared to
those in a specialized database. If the credential
matches that particular user or device would be successfully authorized. That concept can easily be implemented to the world of Internet of Things. When a
device is powered on and connected to the network, it
must first authenticate itself and then be able to send
or receive any kind of information. Sadly, most of
those devices cannot provide any means to be controlled via a graphical user interface (GUI) or a command line interface (CLI). Because of that the wellknown authentication processes cannot be used. The
device should also have integrated secure storage,
which is going to hold the security credentials. Once
the device is powered on it can use those credentials
in order to authenticate itself and be able to communicate with the rest of the network.
Access control
Access control is a security technique that can be
used in order to control (allow or deny) access to particular resources in a computer or a network environment. Nowadays, every device comes with some sort
of an operating system (OS). There a plenty of rolebased access controls (user account, privilege levels,
etc.), which are directly build into the device OS and
can be used right away to control the access to the
device and its resources. In that way if a component or
a device gets compromised, the attacker would have
access only to that particular device or resource.
Firewalls
Another possible solution, which can be used, is
the old fashioned firewall system. The firewall system
is able to monitor the outgoing (from the device) and
incoming (towards the device) traffic. Based on a set
of predefined security rules, called security policies,
the firewall is able to control (allow or deny) that particular network traffic. The tricky part here is to successfully identify the traffic of interest. This can be
achieved either by specifying the source and the destination address, the source and destination application
ports, the type of the traffic (TCP, UDP, etc.) or any
combination of them.
IDS and IPS
The intrusion detection and the intrusion prevention systems (IDS and IPS) are quite similar to the
software firewalls, but are much more powerful. They
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also monitor and control the outgoing and the incoming traffic, but they can perform much deeper and
thorough analysis on it. There are many similarities
between IDS and IPS, but they are also quite different.
Intrusion detection systems are used to monitor the
network (Network intrusion detection system – NIDS)
or the device (Host-based intrusion detection system –
HIDS) for malicious activity or policy violation, but
won’t take any action, expect signaling for it. On the
other hand, the intrusion prevention system, much like
the intrusion detection systems, will examine the network traffic flows, but will also take actions against
any malicious activities or security threats. This is
achieved by either using a signature-based detection
(like the anti-virus software) or by using anomalybased detection, which uses machine learning to differentiate malicious from trustworthy behavior on the
network.
Security updates and patches
Once the device is in operational mode, it will start
receiving security updates and patches from its vendor. The main issue here is that there are thousands of
devices, so the security patches and the updates must
be delivered in a way that will preserve the extremely
limited bandwidth that is available.
Conclusion
While the concept of combining devices, sensors
and networks to monitor and control devices has been
around for quite a while, the Internet of Things (IoT)
is relatively new and an extremely interesting topic.
There is no question that the IoT has the very potential
to dramatically increase the availability of information, which will present a brand new reality of interconnected “smart” devices. Despite of all of the
possibilities of this new reality, like everything else, it
also has and some disadvantages – in this particular
case the problem is the securing of all of these devices. Security at both device and the network layers is
essential to the operation of the Internet of Things.
The same intelligent systems that enable those devices
to perform their tasks must be used to recognize, analyze and prevent the security threats.
This paper is a modified version of work reported
in the XXIV National conference with international
participation TELECOM, Sofia, Bulgaria, 2016.
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